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BEFORE THE DEPARTMENT OF HOMELAND SECURITY
TRANSPORTATION SECURITY ADMINISTRATION

__________

Docket No. TSA-2004-19515

AIR CARGO SECURITY REQUIREMENTS

__________

COMMENTS OF NATIONAL SMALL SHIPMENTS TRAFFIC CONFERENCE, INC. AND THE HEALTH & PERSONAL CARE LOGISTICS CONFERENCE, INC.

__________


In response to TSA's November 10, 2004 Notice of Proposed Rulemaking on Air Cargo Security Requirements ("NPRM"), National Small Shipments Traffic Conference, Inc. ("NASSTRAC") and The Health & Personal Care Logistics Conference, Inc. ("H&PCLC") submit these comments.  NASSTRAC and H&PCLC will be referred to collectively as "Shipper Conferences."
IDENTITY OF NASSTRAC AND H&PCLC


NASSTRAC and H&PCLC are associations of shippers of freight.  NASSTRAC and H&PCLC have, for more than 50 years and 80 years, respectively, represented the interests of their members and shippers generally, in transportation, logistics and supply chain issues before federal Departments and agencies and federal and state courts.

NASSTRAC's regular members are large and small companies shipping freight of all kinds by air, truck, water and rail carriers.  The principal focus of the organization is smaller shipments – package and parcel.  In addition, NASSTRAC has as associate members many service providers, including carriers, forwarders, intermediaries and consultants.  H&PCLC's membership includes most of the nation's leading manufacturers of pharmaceuticals and medicines, as well as major manufacturers of personal care products.

The Shipper Conferences have long supported enhanced security measures, both to protect people and shipments, and, more recently, to participate with other private interests and with governmental interests in guarding against terrorism.  Even before the terrorist attacks on September 11, 2001, NASSTRAC and H&PCLC were active in security issues.  Both Shipper Conferences participated as members of the FAA's Cargo Working Group, which helped develop enhancements to the known shipper program in the aftermath of the TWA Flight 800 explosion.


The Shipper Conferences have presented extensive educational programs on security issues and have filed security-related comments with DOT, FAA, Customs and TSA on numerous occasions.

COMMENTS

The Shipper Conferences have a dual interest in this proceeding.  On behalf of their members and other shippers, the Shipper Conferences seek to preserve the benefits of the system of transporting air cargo that plays such an important role in the economy of the U.S.  Air cargo tends to be high value, time-sensitive or both.

Excessive "red-tape" can lead to excessive delays.  Delays have adverse effects not only on the sender, carrier and receiver of the shipment in question, but can also have ripple effects adversely affecting other components of the supply chain.  A delay in receiving a critical component could throw off a production schedule, or even lead to a plant shutdown.


If lengthy delays become common, the adverse impacts are compounded.  The air cargo industry, including carriers and forwarders, could see freight shift to less expensive ground transportation.  Nor are the adverse impacts limited to service providers.


Manufacturers and retailers like those who belong to the Shipper Conferences have, over many years, spent millions of dollars to streamline their supply chains, expediting production, minimizing inventory and reducing the number of warehouses.  These developments, which have been made possible in large part by the high levels of efficiency and service quality provided by carriers in general and air carriers in particular, have in turn increased efficiency and reduced costs for manufacturers, distributors, retailers and the economy as a whole.

Congress has recognized that there can be tension between the need for prompt and dependable transportation to support economic growth, and the need to enhance security to prevent terrorist attacks via planes, trains, trucks or ships.  It is noteworthy that when it established the Department of Homeland Security, Congress included, as one of the elements of the "primary mission" of DHS, the need to "ensure that the overall economic security of the United States is not diminished by efforts, activities, and programs aimed at securing the homeland."  6 U.S.C. Section 111(b)(2)(F).

There are thus legal as well as policy reasons for rejecting argument to the effect that all shipments should be opened and examined.  Moreover, it is necessary to reject arguments that cost-benefit analyses either have no place when security enhancements are being considered, or (what amounts to the same thing) that the benefits of the security enhancement (framed as avoiding another 9/11) outweigh any costs.


Such arguments often reflect an implicit presumption that the security enhancement under consideration is certain to prevent a future terrorist attack.  However, this could not be guaranteed even if every package were to be opened and inspected.


While any future incidents will not necessarily be like past incidents, it is worth noting that many security measures adopted since 9/11, and the measures under consideration in this proceeding, would not have prevented the attacks on New York and Washington on that date, or the earlier bombing of the Oklahoma City federal building.


Moreover, governmental and private resources are limited.  While all risks must be assessed, the most effective security programs recognize the need to devote greater resources where there are greater risks.  This means devoting fewer resources where the risks are lower.

Hijackings and bombings of passenger airplanes have been more numerous and more deadly than similar incidents on all-cargo aircraft.  Indeed, TSA's NPRM cites no terrorist incidents involving all-cargo aircraft (though it indicates that some have been attempted, NPRM at III.B).  Terrorists' evident preference for headline-making attacks that shock the public suggests that blowing up a cargo aircraft is not a high terrorist priority.


Also noteworthy is the fact that in the DHS Appropriations Act of 2005, Congress called on DHS to enhance the known shipper program and to amend security programs to increase cargo screening, but only as to passenger aircraft.  See Pub. L. No. 108-534, Title V, Section 513.  No similar expression of Congressional concern was included as to all-cargo aircraft.

Security requirements that impose burdens and delays without regard to the likelihood of the threat or the cost-effectiveness of the security measures are highly likely to do more harm than good.  Traffic deaths (which far exceed deaths from terrorism) might be reduced if nationwide speed limits were set at 25 miles per hour, but that does not make laws prohibiting vehicle speeds exceeding 25 mph a good idea.


 Turning now to specifics of TSA's November 10 NPRM, such as they are (many details of the air carrier security plans are kept secret even from the carriers' shipper customers), TSA has proposed enhancements in a number of areas, including security for:


1.
air cargo workers



2.
persons boarding all-cargo aircraft



3.
cargo screening



4.
the cargo operating environment



5.
acceptance of cargo from comparable entities



6.
the known shipper program



7.
all-cargo operator programs



8.
foreign aircraft operators



9.
indirect air carriers



10.
training and personnel.

The Shipper Conferences generally support TSA's proposals in all of these areas, with the caveat that the Shipper Conferences reserve the right to comment further on aspects of TSA's proposals that were not disclosed in the NPRM and which prove to have unwarranted adverse impacts on the operations and needs of shippers and supply chains.  Security enhancements should not be immutable but should be adjusted over time to address changing threats and changing implementation problems.


Many of TSA's proposals on airport and carrier facilities, personnel and operations will doubtless be addressed in comments filed by those most directly involved.  The Shipper Conferences support secure facilities, operations and personnel for those actually handling cargo tendered for transportation, particularly if the new requirements are applied with reasonable flexibility.  TSA should recognize that cargo handling at New York City area airports may require different standards from cargo handling at a small isolated airport that may see only a few shipments a week.

Extending security enhancements to foreign air carriers is also desirable, and the Shipper Conferences doubt that there are serious differences between the goals of TSA and the interests of foreign governments in air cargo security.  There may nevertheless be differences among affected nations as to the best means of achieving those goals.  Members of the Shipper Conferences include major importers and exporters, with many overseas suppliers and customers.  Flexible implementation of reasonable security measures to accommodate at least some differences between U.S. and foreign practices with respect to airports, IACs, workers and cargo handling will be needed as these proposals are considered and applied.

Of particular interest to the Shipper Conferences are the proposed provisions on cargo screening and on the known shipper program.


With respect to known shipper, the NPRM states that TSA considered "extending a regulatory program directly to shippers," thereby assuming "direct oversight and regulatory authority throughout the supply chain."  The Shipper Conferences strongly oppose any such expansion of cargo security regulation.  As the NPRM itself states (in Section III.C.), there are already 400,000 known shippers, including many members of the Shipper Conferences.  

The NPRM also notes that the known shipper program is to be streamlined, so that once shippers are accepted into the known shipper database, "they will be considered known to all aircraft operators, foreign air carriers and IACs."  Thereafter, shippers will no longer need to obtain "known" status from each domestic and foreign air carrier and forwarder they use.  The Shipper Conferences support this process, which is long overdue.  However, it is certain to lead to a significant increase in the number of known shippers, particularly as more and more shippers understand that the alternative to known shipper status is inspection, delay, and limits on available air carriers.


For TSA to regulate all known shippers would represent a monumental expansion of TSA authority, raising serious legal and policy questions.  Would all of America's manufacturing facilities have to be fenced?  Would every manufacturer's employees be subject to security screening?  There can be few such businesses that never ship cargo via air today, but the threat of shipper regulation would make many reconsider their shipping practices, with potentially devastating economic consequences for shippers and for air cargo service providers.  TSA itself would be forced to redirect resources away from goods being handled as air cargo, in order to regulate the facilities, personnel and operations of the millions of businesses and locations which might ship air cargo.

TSA has concluded, correctly, that inspection of 100% of air cargo shipments, even if limited to air cargo shipments on passenger planes, would be impractical.  The Shipper Conferences agree.  The same would be true of any attempt by TSA to regulate all supply chains that include air cargo, even if such an effort were limited to direct shippers and consignees of air cargo.  There are better ways for TSA and industry to use their resources to enhance security.


With respect to cargo screening, TSA's NPRM notes that Congress has not called for screening of cargo on all cargo aircraft by government employees.  NPRM at IV.A.  In fact, what Congress called for is "a system … to screen, inspect or otherwise ensure the security of all cargo that is to be transported in all-cargo aircraft" and even that requirement does not apply until such measures are "practicable."  49 U.S.C. § 44901(f).

Members of the Shipper Conferences that ship and receive air cargo have a vital interest in the security of their goods, for many reasons.  Many such shippers have already implemented enhanced security measures in their own supply chains, either as part of C-TPAT certification or to reduce the risk of loss or damage in transit.  Accordingly, the Shipper Conferences do not oppose reasonable requirements for the screening of a portion of air cargo, which we take to mean spot checking some shipments to guard against "unauthorized weapons, explosives, and other destructive substances" in air cargo.


However, as TSA acknowledges, the greatest risk for all-cargo air service is that the plane itself will be hijacked and used as a weapon.  This fact suggests that more emphasis be placed on physical security of the planes and airports than on cargo screening.  The only contraband on the 9/11 flights appears to have been box-cutters, not destructive cargo.

In addition, the Shipper Conferences are concerned about the care taken in screening.  As screening has increased in recent years, so have incidents of damage to or destruction of the cargo in question.  Some shipments, such as certain high value pharmaceuticals and electronics shipments, may be rendered worthless if the package is opened, due to unacceptable risk of contamination of the package contents.


In this connection, the Shipper Conferences support TSA's proposal to continue to rely on air cargo service providers in the private sector to carry out such cargo screening as is required.  Shippers and carriers have a common interest in avoiding freight loss or damage during the screening process, and will continue to refine measures to minimize such problems.


The Shipper Conferences do not go so far as to express outright opposition to proposed regulations under which domestic air carriers, foreign air carriers and IACs must refuse service "if the shipper does no consent to a search or inspection of that cargo in accordance with the system prescribed in this part."  See proposed 49 U.S.C. Sections 1544.205(d), 1546.205(b), and 1548.9(b), respectively.  We recognize that a refusal to allow a shipment to be inspected may be grounds for security concerns.  However, the Shipper Conferences would prefer to see "must refuse" changed to "may refuse."  In addition, the right to search or inspect air cargo should be exercised in such a way as to keep explosives or weapons off planes, while avoiding the needless destruction of cargo that is valuable or even potentially life-saving.
CONCLUSION


TSA's November 10, 2004 NPRM appears to represent a carefully considered, well-balanced attempt to balance air cargo services as a vital component of U.S. economic strength with reasonable measures to enhance air cargo security during a period of increased risk.  As time passes, new or improved technology may make air cargo security more reliable and less intrusive.  Until then, TSA's proposals, implemented reasonably and with due regard for relevant circumstances, are generally sound.

TSA should continue to resist calls for measures that would subordinate all other concerns, including practicality and cost-effectiveness, to an unachievable goal of perfect safety on all fronts against all threats, real or imagined.







Respectfully submitted,
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